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AhnlLab Security Emergency Response Center, 202514 9% ZL{e| ZF =& HOF 0|%, 2025.10.17.
GENIANS Inc. Blog, Qilin Ransomware 24, 2025.10.28.

AKX, Companies preyed on hackers, individuals suffering from terrorist threats:-, 2025.08.11.
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HotRA [SGIMEEE HHNU0] 324 i: =¥ A2y, o X2/0]Z2?, 2025.07.16.
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X 7|1Z20=2 U2 Tor(The Onion Router) WESRT O|XI7} 2002t HOjA 3002t H O|AC=Z
S7tote S O0|EX} 7|Ht0| X[ESXHO =2 2T QL Tor HER 3L C3Y 0|20 5 AHO|H
HEOTH Fotel= A2 OfLIX|TL 0]2{gt HE2 AO|H x| &#32 2 SHE 2[0|sHH, X|ot
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2 5IE O 729 oF 2/38 RIS YEo| syl AF0|C),

F5g ® F Stte O3y AEQ =2 52 3(Resilience)0|2t= §40]LCY, Zish7| 2o

24) Help Net Security, Ransomware groups are multiplying, raising the stakes for defenders, 2025.08.26.
25) DeepStrike, Dark Web Statistics 2025: Trends, Usage, and Security Insights, 2025.10.19.
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O MEHERY AMTFC(Info-stealer) ME{A|2t O|O|E EF
QEE NQUHEO| JHE HHLSID ATt £2 EXE HEYHY ANAC(Info-stealer, 0[5 9
TAEY) MEYAO|C}, O] 2= 741 O|EXte| PCLE SO HX|[0 ZM 0™, 7HA| MY, 7}
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The Ecosystem of Dark Web Crime — Driven by Info-Stealer
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A€ h

Malware Developer
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Criminal 3 Info-Stealer (Parsed) 3
Marketplace ....................................................................................................................................
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— @— — I o1
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ﬁ rogA Asttacker z z
@ erver
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SB s%w Copyright © 2025, S2W Inc.

26) U.S. Department of Justice (DOJ), Justice Department Investigation Leads to Shutdown of Largest Online
Darknet Marketplace, 2022.04.05.

27) European Union Agency for Law Enforcement Cooperation, 270 arrested in global dark web crackdown
targeting online drug and criminal networks, 2023.05.02.

28) DeepStrike, Top 7 Dark Web Marketplaces of 2025: Inside the Underground Economy, 2025.10.07.
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ALOIH RHZ| MEHAOIN 71 SFH0|H e IS +Act= A2 IABLESD |ABE 7|
XHAto]l E4 M2 HéHRemote Desktop Protocol, RDP) MZH, &2|At IE 279!, =0el &
2| BMA FHShS SHSH= O ESSHH, 0|12 MEetE Ch2 g M 72 2 Zojo| £2Ic

I'IE
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Xtel 42, IAB2RE XNEGHH =7| 2 #sts gt = LockBit, Clop, Qilint A{HIAS 2HMY|
0{(Ransomware—as—a-Service, RaaS)2 SoliA| AU SHS SA| AR & YA E AO|CL,

29) S2W Blog (Medium), Detailed Analysis of the Stealer-Traffer Ecosystem, 2025.08.18.

30) Forum of Incident Response and Security Teams, Info—stealer: Most bang for the buck malware, 2023.06.
31) YA, KR, SU2 A" --OXt Xt A=X[- M| & H|IR=X], ULHE Of FOZUCt., 2024.07.08.
32) Flare, Report — Stealer Logs & Corporate Access, 2023.07.25.
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33) S2W Blog (Medium), Ransomware Landscape in H1 2025: Statistics and Key Issues, 2025.08.12.

34) PASCON 2024 Conference (Dailysecu), Partnering Up, Lo cking Down: The Partnership Paradox in
Cyber Threat Intelligence, 2024.

35) BBC, Taiwan authorities look into Apple supplier hack, 2021,04.23.
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